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Part I

Foundations

Chapter One
What Is Digital Ethics?
1.1 About this Book
1.2 What Is Ethics?
1.3 What Is Digital Ethics?
1.4 The Chapters in this Book

1.1 About this Book
This book asks: what does digital ethics look like when it is based on the critical theory
of Marxist humanism? What are the principles of critical, Marxist-humanist ethics and
how can this approach be applied for explaining digital society’s moral principles and
practices?
The book at hand is the fifth volume of a series of books titled “Media, Communication and Society”. The overall aim of Media, Communication & Society is to outline the
foundations of a critical theory of communication and digital communication in society.
It is a multi-volume book series situated on the intersection of communication theory,
sociology, and philosophy. The overall questions that “Media, Communication & Society”
deals with are: what is the role of communication in society? What is the role of communication in capitalism? What is the role of communication in digital capitalism?
Based on critical theory and Marxist humanism, this book presents foundations and applications of digital ethics. It combines the approaches of Aristotle, Karl Marx, and Alasdair MacIntyre and applies this combination to the realm of digital technology. The book
outlines based on Marx’s notion of alienation principles communication (in)justice, media
(in)justice, and digital (in)justice. It analyses the digital commons, ethics in the context
of digital labour and the surveillance-industrial complex, social media research ethics,
socialist privacy, privacy on Facebook, participation, co-operation and sustainability in the
information society, the digital commons, the digital public sphere, and digital democracy.
The book consists of three parts. Part I (Chapters 1–3) presents philosophical foundations of critical, Marxist-humanist digital ethics. Part II applies these foundations to
concrete digital ethics case studies (Chapters 4–9). Part III (Chapter 10) presents broad
DOI: 10.4324/9781003279488-2
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conclusions about how to advance the digital commons, the digital public sphere, and
digital democracy, which is the penultimate goal of digital ethics.
The three key authors whom you will encounter in this book are Aristotle, Karl Marx, and
Alastair MacIntyre.
Aristotle (384-322 BC) was a Greek philosopher. He founded the Aristotelian tradition of
philosophy, of which virtue ethics forms one part. Among Aristotle’s most well-known
books are Metaphysics, Physics, De Anima, Politics, Nicomachean Ethics, and Eudemian
Ethics. Aristotle influenced philosophers such as Averroes, Avicenna, Thomas Aquinas,
Francis Bacon, Nicolaus Copernicus, René Descartes, Georg Wilhelm Friedrich Hegel,
Karl Marx, Hannah Arendt, Alasdair MacIntyre, Martha Nussbaum, and Michael Sandel.
Karl Marx (1818–1883) was a philosopher, economist, sociologist, journalist, and revolutionary socialist. In 1999, he won a BBC online poll that determined the millennium’s “greatest thinker” (BBC 1999). His key works include Economic and Philosophic Manuscripts, The
Manifesto of the Communist Party (together with Friedrich Engels), Grundrisse, and the
three volumes of Capital. Karl Marx plays a role throughout this book in all chapters.
Alasdair C. MacIntyre (born in 1929) is a philosopher and the most well-known and most
influential contemporary Aristotelian philosophers. His thought was especially influenced by Aristotle, Karl Marx, and Thomas Aquinas. MacIntyre argues that Aristotelian
ethics has been rather forgotten and ignored. His task is to renew Aristotelian moral
philosophy. Among MacIntyre’s books are Marxism: An Interpretation, A Short History of
Ethics, Marxism and Christianity, After Virtue, Dependent Rational Animals: Why Human
Beings Need the Virtues, and Ethics in the Conflicts of Modernity: An Essay on Desire,
Practical Reasoning, and Narrative.
Each chapter focuses on illuminating answers to a specific question:
Chapter 1: What is ethics? What is digital ethics?
Chapter 2: What are communication justice, media justice, and digital justice and
how can they be studied based on Marxist humanism?
Chapter 3: Why is it morally good to foster the digital commons and how can we
ethically justify the importance of the digital commons?
Chapter 4: How can Rafael Capurro’s information ethics inform the critical analysis of
digital labour and the surveillance-industrial complex?
Chapter 5: What kind of research ethics do we need in Internet and social media
research?
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Chapter 6: What is a critical concept of privacy?
Chapter 7: What ethical aspects are there of Facebook?
Chapter 8: How can we think of sustainability and ICTs in the context of a critical
theory of society? How is the sustainability of ICTs related to capitalism and class?
Chapter 9: What is a participatory, co-operative, sustainable information society?
Chapter 10: What are the democratic potentials of the digital commons and the digital
public sphere?

1.2 What Is Ethics?

”The field of ethics (or moral philosophy) involves systematizing, defending,
and recommending concepts of right and wrong behavior. Philosophers today
usually divide ethical theories into three general subject areas: metaethics,
normative ethics, and applied ethics. Metaethics investigates where our ethical
principles come from, and what they mean. Are they merely social inventions?
Do they involve more than expressions of our individual emotions? Metaethical
answers to these questions focus on the issues of universal truths, the will of
God, the role of reason in ethical judgments, and the meaning of ethical terms
themselves. Normative ethics takes on a more practical task, which is to arrive
at moral standards that regulate right and wrong conduct. This may involve
articulating the good habits that we should acquire, the duties that we should
follow, or the consequences of our behavior on others. Finally, applied ethics
involves examining specific controversial issues, such as abortion, infanticide,
animal rights, environmental concerns, homosexuality, capital punishment, or
nuclear war”.
(Fieser 2005)
Ethics is moral philosophy focused on the study of the moral foundations of society,
moral principles, and moral practices. Digital ethics is an ethics that studies the foundations of digital society and the principles and practices of morality in the context of
digitalisation. It is concerned with principles and practices of how humans should act in
light of the problems and challenges that digitalisation poses for society. Morality has

What Is Ethics?

If we want to understand what digital ethics is about, we need to understand what ethics is. Ethics studies the principles of morality and moral action. Morality refers to that
which is considered right and wrong. The Internet Encyclopedia of Philosophy defines
ethics in the following manner:
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to do with what one “should do in that or relevantly similar situations” (MacIntyre 1957,
331), i.e. what one ought to do. Moral judgements employ “ought” in their language
(MacIntyre 1957, 331)
Applied ethics involve, for example, health care and medical ethics, bioethics, social ethics, and political ethics; medical ethics, bioethics, environmental ethics, and business ethics are examples of applied ethics (Dittmer 2013). Is digital ethics also a version of applied
ethics? On the one hand, the answer is “yes” because digital ethics studies morality in
the context of computing and digital technologies. On the other hand, the answer is “no”
because almost all aspects of society have been digitalised and are shaped by digital
technologies, which is why moral questions of digitalisation are of relevance for society as
a whole and are thereby part of general ethics. Digital ethics is both a form of applied and
general ethics that impacts the ethics of society and requires specialised insights for professionals who engineer, produce, and work with digital technologies and digital content.

1.2.1 Four Forms of Ethics: Virtue Ethics, Deontology,
Consequentialism, Critical Ethics
Virtue ethics, deontology, and consequentialism are three major approaches in ethics
(Fieser 2005). One can attempt to justify the moral superiority of digital commons over
digital commodities based on any of these and other approaches (see Table 1.1). In typologies of ethical approaches, critical ethics that is based on the Marxian approach
is mostly missing. Given that the book Digital Ethics wants to contribute to the advancement of a Marxist-humanist ethics, we are adding critical ethics understood as
Marxist-humanist ethics to a typology of important ethics approaches (Table 1.1).

1.2.2 Virtue Ethics: Aristotle
Virtue ethics goes back to Aristotle. It deals with how to achieve and design education
that brings about moral beings that act in manners that bring about happiness and a good
society. For Aristotle (2002, §1007a), a virtue is “an active condition that makes one apt
at choosing” between options so that society can achieve “what is best and what is done
well”. Virtues pertain “either to thinking or to character” (§1103 a) and have to do with
“living well and acting well” (§1098b) so that happiness is advanced. Aristotle (2013b,
§§1220b-1221a) identifies 14 virtues: mildness, courage, shame, temperance, righteous
indignation, justice, liberality, truth, friendliness, dignity, endurance, magnanimity, magnificence, and prudence.
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TABLE 1.1 The application of four ethical approaches to digitalisation

Approach

Description

Application to the digital

Virtue ethics

This approach says that humans should strive Fostering digital commons and a good
for and practice moral excellence in order
digital society is the realisation of the
to create a good individual and community
virtue of creating the common good in
life. It therefore argues for moral education
the digital sphere and in digital society.
in the development of virtues such as
Humans should develop virtues in
wisdom, courage, temperance, justice,
respect to digitalisation.
fortitude, generosity, self-respect, good
temper, or sincerity.

Deontology

Humans have individual rights and duties that If one expects to be treated well by others
should guide their behaviour. Kant’s Golden
in the online world and digital society,
Rule: Treat others like you want to be
then one should treat others well online
treated by others.
and in the digital society.

Consequentialism

An action is morally right or morally
preferable over another action if its
consequences produce more good than
harm in comparison to other actions.

Critical theory as
Marxist-humanist
ethics

A society is a true society if it advances the
There should be struggles against and
good life for all and a false society if is a
opposition to digitalisation that
class society where some benefit at the
advances exploitation and domination
expense of others. Humans should struggle
and support for and advancement of
against conditions that are opposed to the
digitalisation that fosters the common
good life for all, i.e. class relations and
good that benefits all.
domination.

If a certain form of digitalisation as a
net total produces more advantages
than disadvantages, then this form of
digitalisation should be implemented
and advanced.

Deontology has to do with duties. The term “deontology” comes from the Greek word
δέον that means duty. It is a kind of ethics that does not focus on the consequences of
action, but on the question of whether those acting have the right kind of motives. It
wants to identify principles that guide moral action. Immanuel Kant is the most wellknown representative of deontological ethics. He based the development of his moral
philosophy on the German philosopher Samuel Pufendorf. Kant’s ethics is based on an
absolute rule that is termed the Golden Rule. It says: treat others like you want to be
treated by them.
”Act only according to that maxim by which you can at the same time will that
it should become a universal law. […] Act as though the maxim of your action
were by your will to become a universal law of nature. […] So act that you use
humanity, whether in your own person or in the person of any another, always
at the same time as an end, never merely as a means”.
(Kant 2011, 71, 87)

What Is Ethics?

1.2.3 Deontological Ethics: Kant
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The Golden Rule is an absolute ethical principle. It understands itself as a rule of conduct
applicable to any situation. For Kant, the Golden Rule is the embodiment of freedom
and a principle for advancing freedom. Jürgen Habermas (2008, 140) argues that Kant’s
categorical imperative is reflected in the insight that freedoms are only limited by the
freedom of others. Habermas (2011, 14) says that Kant’s principle of autonomy and his
categorical imperative is present in the Universal Declaration of Human Rights’ §1: “All
human beings are born free and equal in dignity and rights”.
The Golden Rule fails in situations where people are willing to suffer, tolerate violence
against themselves, or die if they were in the positions of others. Kant’s ethics is transcendental in the sense that it is grounded in the category of freedom as the highest and
absolute principle. For Kant, moral freedom means that humans resist their instincts and
desires and hence restrict absolute freedom of action by giving themselves rules of conduct that enable true freedom. The Categorical Imperative is considered as an expression
of freedom, good will would be oriented on freedom. Another absolute rule is the Rule
of Golden Mean by Aristotle which says that happiness can be found by choosing the
middle way between extremes.

1.2.4 Consequentialism: Bentham
Consequentialism is a form of ethics, in which the moral rightness or wrongness of an
action is determined by its consequences. An action is morally right if, on the whole, its
consequences are more positive than negative. Jeremy Bentham’s utilitarian ethics is the
best-known version of consequentialist ethics.
For Bentham (2000), utility has to do with pain and pleasure (14). Action can “augment or
diminish the happiness of the party whose interest is in question” (14). Bentham considers an action morally good if it increases the happiness for the largest number of people
in a community.
”The general tendency of an act is more or less pernicious, according to the
sum total of its consequences: that is, according to the difference between the
sum of such as are good, and the sum of such as are evil”.
(61)
He gives a utilitarian definition of ethics: “Ethics at large may be defined, the art of
directing men’s actions to the production of the greatest possible quantity of happiness,
on the part of those whose interest is in view” (225).
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”Now private ethics has happiness for its end: and legislation can have no
other. Private ethics concerns every member, that is, the happiness and the actions of every member, of any community that can be proposed; and legislation
can concern no more”.
(227)

”is not egalitarian because it does not care whether happiness is distributed
equally or unequally among people. If the greatest total can be created only
by exploiting the miserable to make the happy even happier, then such consequentialism would seem to say that you should do it. […] Consequentialism
may ask us to meddle too much into other people’s business. […] suppose that
by using your grandmother’s pension to contribute to efficient and thoughtful
charities you can develop permanent clean water supplies for many distant villages, thus saving hundreds of people from painful early deaths and permitting
economic development to begin. You need only keep her bound and gagged in
the cellar and force her to sign the checks. Consequentialism would seem to
say that you should do this, but moral common sense says that you should not.
[…] Consequentialism seems to tell us to make all our decisions by thinking
about overall consequences. But that way of thinking about life is, one might
think, inhuman and immoral. When someone asks you a question, you should
not stop to calculate the consequences before deciding whether to answer
truthfully. If you decide by looking to the consequences, you are not really an
honest person”.
(Haines 2006)

1.2.5 Critical Theory as Marxist-Humanist Ethics
Marx and Engels see ethics and morality as an expression of a society that “has hitherto moved in class antagonisms” (Engels 1878, 87), which is why for them “morality
has always been class morality” (87). But they also speak of a humane morality that
transcends class society: “A really human morality which stands above class antagonisms and above any recollection of them becomes possible only at a stage of society
which has not only overcome class antagonisms but has even forgotten them in practical life” (88).

What Is Ethics?

A common criticism of consequentialism is that it violates equality and personal rights
and can advance inhumanity: Consequentialism
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Orthodox interpretations of Marx and Engels argue that their approach is science that
studies the laws of capitalism. They often expect that capitalism automatically collapses
and underestimate the importance of collective praxis in social change. Societal conditions shape but do not determine collective human action. If an individual and groups act
in a certain manner in a situation, such as a crisis of society, is not determined but depends on how their social relations shape their worldviews, including their moral judgements. Marx’s own theory is full of moral language and moral judgement that condemn
exploitation and class society. He formulates an ethical imperative, namely, that humans
should overthrow exploitation and domination through class and social struggles: critical
theory’s “categorical imperative” to
”overthrow all relations in which man is a debased, enslaved, forsaken, despicable being, relations which cannot be better described than by the exclamation
of a Frenchman when it was planned to introduce a tax on dogs: Poor dogs!
They want to treat you like human beings!”
(Marx 1844, 182)
Critical theory is a critical ethics that analyses class and power relations, ideology, and
social struggles with the goal in mind to inform struggles for a society that enables and
implements the good life for all humans, a humanist and socialist society.
Marxian ethics can in principle be combined with a variety of other ethical approaches.
Aristotelian thought has influenced Marx in a variety of respects (see McCarthy 1992;
Meikle 1985; Pike 2018), including ethics. On the one hand, critical thought and practices that question and struggle against exploitation and domination and for socialism
constitute virtuous praxis. Critical pedagogy is therefore an Aristotelian-Marxian form
of critical education. On the other hand, Marx shares and builds on Aristotle’s notion of
the common good. Socialism is a society that benefits all, which requires to establish
a classless society. Marx’s theory “involved a reworking of Aristotle’s ethics through
Hegelian lenses” and “this synthesis was made from the standpoint of workers’ struggles against capital” (Blackledge 2012, 15). He developed a “critique of existing social
relations from the point of view of the struggle for human freedom” (Blackledge 2012, 15)
Aristotle analyses the commons in the context of the virtues of friendship and justice:
”To whatever extent that they share something in common, to that extent is
there a friendship, since that too is the extent to which there is something just.
And the proverb ‘the things of friends are common’ is right, since friendship
consists in community”.
(Aristotle 2002, §1159b)
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The “common advantage” is called “just” (1160a). Democracies in contrast to tyrannies
advance the common good: “So friendships and justice are of small extent in tyrannies,
but in democracies they are of greater extent, since many things are common to people
who are equal” (§1161b).
Aristotle (2002) discusses the violation of the common good in the context of the virtue
of generosity. It “is not characteristic of someone who does good for other to have a
ready hand for taking benefits from them” (§1120a). Wasteful people are stingy in that
“they are driven to provide for themselves from other sources” (§1121a). They “take
money carelessly and from everywhere” (§1121b). Aristotle (2002) discusses justice and
injustice in book V of the Nicomachean Ethics. He stresses that justice can either be
understood as that which is lawful or that which is equitable, but that the two are different things. The unjust person is “greedy for more” (§1129b). If “one makes a profit, it
is referred to no vice other than injustice” (§1130a). Aristotle distinguishes between distributive, corrective, reciprocal, and universal justice (that advances the common good)
(McCarthy 1990, Chapter 2). Justice and injustice are for Aristotle matters of proportionality and disproportionality. An “unjust person has more, while the one to whom injustice is done has less of something good” (Aristotle 2002, §1131b). Injustice means that
someone has “an excess for oneself of what is simply beneficial and a deficiency of what
is harmful” (1134a). So, Aristotle argues that injustice means that a certain individual, or
group has a kind of exclusive control of a good over others.

”every sort of community there seems to be something just, and also friendship.
[…] To whatever extent that they share something in common, to that extent
is there a friendship, since that too is the extent to which there is something
just. And the proverb ‘the tings of friends are common’ is right, since friendship
consist in community. All things are common to brothers and comrades”.
(§1159b)
The political community aims at an advantage “that extends to all of life” (§1160a). Aristotle (2013a, §1279a) terms a community where “the multitude governs with a view to
the common advantage” polity.
Aristotle (1999, §1048a) sees potentiality as being “capable of something” and being
“capable of causing motion”. Potency is also the source of dialectic because whatever is
potential “is itself capable of opposite effects” (Aristotle 1999, §1051a). In a good society,

What Is Ethics?

Aristotle (2002) not just opposes injustice to justice, but also to friendship and love,
which are social relations where humans benefit and do good things for others without
instrumental interests. The common arises from friendship and community: in
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the full potentials of human beings and society are actualised. In essence, humans are
co-operative, social, societal beings, who strive for solidarity and a good life. A particular
societal condition enables or hinders the realisation of society’s and human potentials.
The commons are conditions that aim at the realisation of societal and human potentials.
In an Aristotelian view, the commons are goods that all humans require in order to live
a good life. The good life of the individual is only possible in a good society that enables
the good life for all. Achieving a good society that benefits all requires the common good.
Without being able to live a good life, humans are not fully developed humans and they are
denied those common goods that humans and society require to flourish and thereby realise
their potentials. In Marx’s approach, Aristotle’s notion of the common good is reflected in
the concept of the human essence, which describes the basic characteristic of humans as
social and producing beings, the dialectic of essence and existence that implies critique and
the categorical imperatives, and the concept of common property as part of a just society.
For example, Marx (1875) speaks of the need for a society wherein “the means of labour are
common property and the total labour is collectively regulated” (84) and the high level of
productivity combined with common property of the means of production enables practicing
the principle “From each according to his abilities, to each according to his needs!” (87).

1.3 What Is Digital Ethics?
Justifying why digital and communication ethics is a task for computer ethics. But what
is computer ethics/digital ethics? It is a philosophical field of study where ethics, communication studies, and computer science intersect. Norbert Wiener, Donn Parker, Joseph Weizenbaum, and Walter Maner were some of the early pioneers of computer
ethics (Bynum 2001). For Maner (1980), computer ethics studies how computer technology aggravates, transforms, or creates ethical problems.
Rafael Capurro (2005) argues that information and digital ethics deals with ethical questions in the context of the Internet, computer science, the mass media, library and information science, business information, and biological and medical information.
”Information ethics explores and evaluates: the development of moral values
in the information field, the creation of new power structures in the information field, information myths, hidden contradictions and intentionalities in information theories and practices, the development of ethical conflicts in the
information field”.
(Capurro 2005, 7)
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James Moor argues that computer ethics deals with the question of
”how computer technology should be used. Computers provide us with new
capabilities and these in turn give us new choices for action. Often, either no
policies for conduct in these situations exist or existing policies seem inadequate. A central task of computer ethics is to determine what we should do in
such cases, that is, formulate policies to guide our actions”.
(Moor 1985, 266)

In Internet and digital media research, digital ethics and Internet ethics are often reduced to the elaboration and application of principles of research ethics in the conduct
of digital methods such as questions of informed consent, privacy, anonymity, etc. Such
guidelines are certainly important and an aspect of digital ethics (see Chapter 5 in this
book; Townsend et al. 2016), but digital ethics is broader and also covers philosophical
and axiological questions of the digital society, which requires an engagement with
philosophy from a digital perspective, i.e. the development of a philosophy of the digital and digital society. In The Handbook of Internet Studies (Consalvo and Ess 2010),
co-edited by digital media ethicist Charles Ess (!), there is one chapter covering Internet
research ethics (Chapter 8) but there are no chapters dedicated to philosophical questions of the Internet in digital society. The Oxford Handbook of Internet Studies (Dutton
2013) does not contain a chapter about philosophical and ethical aspects of the Internet
in society. The terms “philosophy”, “ethics”, “ontology”, and “epistemology” are hardly
mentioned on the almost 600 pages of this handbook. In the International Handbook of
Internet Research (Hunsinger, Klastrup and Allen 2010) and the Second International
Handbook of Internet Research (Hunsinger, Allen and Klastrump 2020), ethical aspects
of the Internet are primarily presented as questions of research ethics. Reduced to
research ethics, digital ethics is a positivistic approach devoid of its potential to contribute to the critical analysis of digital society’s power structures and inequalities.
A different approach to the ethics and philosophy of the digital, the Internet, and digital
society is needed. The Internet and digital technologies are embedded into society’s
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Computer ethics studies computing’s “complex social, ethical, and value concerns” (Johnson 2004, 65). Computer ethics is “the analysis of the nature and social impact of computer
technology and the corresponding formulation and justification of policies for the ethical
use of such technology” (Moor 1985, 266). Internet ethics (sometimes also termed cyberethics, a term that today sounds somewhat opaque) is about metanorms that guide “acting
well in this new realm of cyberspace” (Spinello 2003, 2; see also Ess 2009; Tavani 2011).
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power structures, which brings about moral dilemmas and the question of how we
should best assess certain digital technologies’ impacts on society. We therefore require
a digital ethics that studies the moral aspects of the digital and digital society in the
context of power structures.
Digital ethics is an ethics that studies the foundations of digital society and the principles and practices of morality in the context of digitalisation. It is concerned with principles and practices of how humans should act in light of the problems and challenges that
digitalisation poses for society. Digital ethics studies principles of what humans ought
to do in digital society and in the context of digital technologies and moral practices in
digital society and in digital spaces.
Table 1.1 contains a column that shows what the four outlined ethical approaches mean
when applied to digitalisation. There is a variety of approaches to digital ethics. Digital
virtue ethics stresses how education can strengthen human virtues in respect to digitalisation and that it is virtuous to advance the digital commons. Digital deontological ethics
argues that one should treat others well online and in the digital society so that one
can expect that others do the same. Digital consequentialist ethics argues that forms of
digitalisation should be advanced that as a net total do more good than they cause harm.
Critical Marxist-humanist ethics says there should be struggles against and opposition
to digitalisation that advances exploitation and domination and support for and advancement of digitalisation that fosters the common good that benefits all. The commonality
between Aristotelian digital ethics and critical Marxist-humanist ethics is the focus on
the advancement of the digital commons and the common good in digital society.

1.4 The Chapters in this Book
I. Foundations
Chapter 1: What Is Digital Ethics?
This chapter introduces the book Digital Ethics. It provides an overview of the
chapters in the book, discusses and defines ethics, and digital ethics. It outlines
what a critical theory and Marxist-humanist approach to digital ethics is.
Chapter 2: Foundations of Communication/Media/Digital (In)Justice
The task of this chapter is to outline the foundations of a Marxist-humanist approach to communication justice, media justice, and digital justice. A dialectical
approach to justice is outlined that differs from idealist monism, dualism, and
pluralism. It conceives of injustice as alienation and inhumanity and justice as
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humanism. This approach is applied to communication, media, and the digital. The
chapter outlines concepts and dimensions of (in)justice in general, communication
(in)justice, media (in)justice, and digital (in)justice.
Following an introduction, Section 2 engages with theories of justice. Section
3 presents an approach of how to think about alienation as injustice. Section 4
focuses on communication/media (in)justice. Section 5 provides a framework for
the analysis of digital (in)justice. Some conclusions are drawn in Section 6.
Chapter 3: The Ethics of the Digital Commons
This chapter asks: why is it morally good to foster the digital commons? How can
we ethically justify the importance of the digital commons? An answer is given
based on Aristotelian ethics.
Given that the common good plays an important role in Aristotelian ethics, Aristotle’s approach is suited for the attempt to ground the ethical foundations of the
digital commons. Because Alasdair MacIntyre is the most influential Aristotelian
moral philosopher today, the chapter engages with the foundations of MacIntyre’s works and gives special attention to his concept of the common good and
his analysis of how structures of domination damage the common good.

II. Applications
Chapter 4: Information Ethics in the Age of Digital Labour and the SurveillanceIndustrial Complex
The rise of computing and the Internet has brought about an ethical field of studies that some term information ethics, computer ethics, digital media ethics, or
Internet ethics. The aim of this chapter is to discuss information ethics’ foundations in the context of the Internet’s political economy. The chapter first looks
to ground the analysis in a comparison of two information ethics approaches,
namely those outlined by Rafael Capurro and Luciano Floridi. It then develops,
based on these foundations, analyses of the information ethical dimensions of
two important areas of social media: one concerns the framing of social media
by a surveillance-industrial complex in the context of Edward Snowden’s revelations and the other deals with issues of digital labour processes and issues of
class that arises in this context. The chapter asks ethical questions about these
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It is argued that for advancing a philosophy of the (digital) commons, MacIntyre’s
early and later works, in which he has been influenced by Karl Marx, are of particular importance. The approach taken in this chapter combines Aristotle, Marx,
and MacIntyre.
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two phenomena that bring up issues of power, exploitation, and control in the
information age. It asks if, and if so, how, the approaches of Capurro and Floridi
can help us to understand ethico-political aspects of the surveillance-industrial
complex and digital labour.
Chapter 5: “Dear Mr. Neo-Nazi, can you please give me your informed consent so that
I can quote your fascist tweet?”: Questions of Social Media Research Ethics in
Online Ideology Critique
Social media is a kind of mirror of what is happening in society. Studying social
media content is therefore a good way of studying society. This chapter deals
with the question of how to deal with research ethics in qualitative online research. It discusses the limits of established research ethics guidelines. The chapter outlines the foundations of critical-realist Internet research ethics. It provides
some examples of how to use a framework. The International Sociological Association’s 2001 Code of Ethics argues in respect to informed consent: the security,
anonymity, and privacy of research subjects and informants should be respected
rigourously, in both quantitative and qualitative research. Debates on Internet
research ethics face two extremes. On the one side, research ethics fundamentalism obstructs qualitative online research. On the other, big data positivism lacks
a critical focus on qualitative dimensions of analysis.
Chapter 6: Towards an Alternative Concept of Privacy
There are a lot of discussions about privacy in relation to contemporary communication systems (such as Facebook and other “social media” platforms), but discussions about privacy on the Internet in most cases miss a profound understanding
of the notion of privacy and where this notion is coming from. The purpose of this
chapter is to challenge the liberal notion of privacy and explore the foundations of
an alternative privacy conception.
A typology of privacy definitions is elaborated based on Giddens’ theory of structuration. The concept of privacy fetishism that is based on critical political economy is introduced. Limits of the liberal concept of privacy are discussed. This
discussion is connected to the theories of Marx, Arendt, and Habermas. Some
foundations of an alternative privacy concept are outlined.
The notion of privacy fetishism is introduced for criticising naturalistic accounts of
privacy. Marx and Engels have advanced four elements of the critique of the liberal privacy concept that were partly taken up by Arendt and Habermas: privacy
as atomism that advances; possessive individualism that harms the public good;
legitimises and reproduces the capitalist class structure; and capitalist patriarchy.
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Given the criticisms advanced in this chapter, the need for an alternative, socialist privacy concept is ascertained and it is argued that privacy rights should be
differentiated according to the position individuals occupy in the power structure,
so that surveillance makes transparent wealth and income gaps and company’s
profits and privacy protects workers and consumers from capitalist domination.
The chapter contributes to the establishment of a concept of privacy that is
grounded in critical political economy. Owing to the liberal bias of the privacy
concept, the theorisation of privacy has thus far been largely ignored in critical
political economy. The chapter contributes to illuminating this blind spot.
This chapter provides an analysis of the political economy of privacy and surveillance on Facebook. The ideological premises of the liberal privacy concept
are criticised and a differentiated concept of consumer privacy is advanced that
is applied to the realm of the contemporary Internet, which requires speaking
about Internet prosumer privacy. An analysis of the privacy policies of Facebook
and other corporate social media platforms shows that targeted advertising is a
mechanism that is at the heart of capital accumulation on corporate social media.
It is guaranteed by complex legal policies that are based on self-regulatory policy
frameworks formulated by Internet companies. Capital accumulation on Facebook
is based on the commodification of users and their data. One can in this context
speak based on Dallas Smythe of the exploitation of the Internet prosumer commodity. The convergence of the two realms of play and labour has resulted in the
emergence of playbour activities that are exploited by Internet companies in order
to maximise profits. Discussions about privacy and surveillance on Facebook and
social media in general are situated within the context of the Internet prosumer
commodity and online playbour.
Chapter 8: Information Technology and Sustainability in the Information Society
The sustainability concept has developed in a policy context. Its main relevance
has been in policy forums such as the United Nations Conference on Environment & Development and the United Nations Conference on Sustainable Development. In the realm of information and communication technologies (ICTs),
sustainability has played a policy role in the context of the World Summit on the
Information Society (WSIS). This chapter asks: how can we think of sustainability
and ICTs in the context of a critical theory of society? How is the sustainability
of ICTs related to capitalism and class? It provides a critique of the dominant
reductionist and dualistic understandings of information technology sustainability
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in an information society context. The question that arises in this context is if
from a critical theory perspective, the sustainability concept should therefore be
discarded or not. The view advanced in this chapter is that a critical social theory
should provide an ideology critique of information technology sustainability, but at
the same time not discard, but transform the sustainability concept into a critical
notion of (un)sustainable information technology sustainability in the context of
the information society.
Chapter 9: Theoretical Foundations of Defining the Participatory, Co-operative, Sustainable Information Society (PCSIS)
The task of this chapter is to provide a comparative and theoretically grounded
discussion of the notions of sustainability, inclusion, and participation in the information society discourse. A theoretical model of society as dialectical system is
introduced, in which the economic base and the political–cultural superstructure
are mutually shaping each other. Based on a distinction between reductionistic,
holistic, dualistic, and dialectical worldviews, four different theoretical approaches
on defining the sustainable information society are distinguished, which are based
on how the relationship between base and superstructure is conceived. Reductionistic approaches see ecological, technological, or economic changes as the
sole driving forces of a sustainable information society. Projectionistic approaches
see superstructures (polity and/or culture) as the determining forces of a sustainable information society. They are the least frequently found approaches in the
literature. Dualistic approaches define multiple goals and dimensions of a sustainable information society, but do not consider if these goals are compatible and if
and how they are causally linked. Dualistic models are the ones that can be found
most frequently in the literature. As an alternative to these three models, the dialectical notion of the participatory, co-operative, sustainable information society
(PCSIS) is introduced. Co-operation is based on an inclusive logic that establishes
social systems, in which all involved actors benefit. The logic of co-operation is
the binding force of a progressive society that connects its various dimensions.
III. Conclusion
Chapter 10: The Digital Commons and the Digital Public Sphere: How to Advance
Digital Democracy Today
This chapter asks: what are the democratic potentials of the digital commons and
the digital public sphere? First, the chapter identifies ten problems of digital capitalism. Second, it engages with the notion of the digital public sphere. Third, it
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outlines the concept of the digital commons. Fourth, some conclusions are drawn
and ten suggestions for advancing digital democracy are presented.
This chapter contributes to theorising and the analysis of digital capitalism, Internet platforms, the digital public sphere, the digital commons, digital democracy, public service
Internet platforms, civil society/community Internet platforms, platform co-operatives,
open access, corporate/capitalist open access, and diamond open access.
This work also outlines ten problems of digital capitalism as well as ten principles of
digital progressivism, a politics that advances the public sphere and the commons and
thereby (digital) democracy in society.
There are natural, economic, political, and cultural dimensions of the commons and the
digital commons. Capitalism, public service, and civil society media/community media/
co-operatives are three forms of organisation and governing the Internet and digital media/technologies. Capitalism colonises and commodifies the (digital) commons and the
(digital) public sphere. Alternative models are located outside of capitalism in the realms
of the public sphere and civil society as well as their interactions.
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